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History

Ha e HH &
2024.3.26 1.0 7] HH

7}) Eyenix Firmware Fusing 28 &t&|, Eyenix &AM E CHA|
2024.4.24 1.1 e

Transaction HZ Atg ga|
2024.5.9 1.2 Bluetooth LE Scan filtering UUID Wi 7t
2024.5.21 13 Wi-Fi Direct Transaction L{-& 37}
2024526 14 LED ON/OFF 2 Lfe A2

SEAlLED &% 243 W& =7t
202461 ' el SEf EA| LD S5 89 U8 =77
2024.6.6 1.6 S EIS BLE CH7| AEf LED EA| L& =7t
2024.6.13 17 "res_hs" L& F=7t
2024.6.16 1.7.1 "res_hs" tZ LH-& =7}
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Jl

At

71 Eyenix Firmware Fusing &8
Lt) Block Diagram

Ch Transaction T+2&

2}) Bluetooth LE Scan Filtering
Oh) Transaction =7}/ HA L|&
Hh Booting A| LED S%f M

A HHE{2] Ef EA| LED &% 29
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7}) Eyenix Firmware Fusing 28
EZ 1) EN675_ECMT_Manual.pdf
&= 2) EYENIX_2022_EN675_GUIDE.pdf

Lt) Block Diagram

ESP32

BLE-Bypass
P MIPI_CSI

BLE-Device GPIO

BL-W8801 ULPID

Wi-Fi SDIO

USE Type-C

% = UART 4|2C—b

@ Ov2740

= = -

LEDs (ACTION, WHITE, UVA, Battery)
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ChH Transaction 7%

Withbecon Devicel| EE52A EA

—

[l

Characteristic (Bypass)

Transaction T+& @ {"t":"...","d":"..."}

"bypass" : Apk 2} Eyenix EN6757F &
"device" )

(0I5} bypass 2t device 2 B 7|)

2EZE Ho

: Apk @} Bluetooth (ESP32) 7t &4

|SHCH Mobile < Device 7to| &4l T2 EZ. (GATT)

ac920021-7237-468c-8193-10200d8f5fd5

t (type): String, d (data): String

Characteristic UUID : 'bypass' @ 'device' £ T+&

= UUID : ac920021-7237-468c-8193-10200d8f5fd5

UUID : ac920021-7237-468c-8193-10200d8f5fd6

2h Bluetooth LE Scan Filtering
Advertising O AFEE|X1 U=
Service UUIDE 128bits £ 16 bytes

meth, = BEE SA0 AEY =

o= T I:IAI:I

BLE Advertising Tf 22| Z[C{f ZO0|= 31 bytes

Q= CIHFO|A O] &2 "becon-xxoooooooxx” 2| 18 bytes &
{L|Ch

S% 1x
ESP32 ENETS
Elustooth = UART =
1
r W . 1
“MAC Addr” Boot Complete
ELE Adverti5ing ..__‘___,_.-—‘-'“-.
eg set”
__-""““*--_____‘ "sgport: 48150" : snapshot port number”
e Tttt L -

jLICt,
JL|CF
& LIC} Advertising0l AFHE &&=

UUID £ 16bits (OX5FD4)E B &

StASLIC

val filteringUuid = ParcelUuid.fromString("

setServiceUuid(filteringUuid)
build()

filters.add(scanFilter)

val scanSettings = ScanSettings.Builder()

build()

val filters: MutableList<ScanFilter> = ArrayList()

00005FD4-0000-1000-8000-00805F9B34FB")

val scanFilter: ScanFilter = ScanFilter.Builder()

.setScanMode(ScanSettings.SCAN_MODE_LOW_LATENCY)

bluetoothLeScanner.startScan(filters, scanSettings, bleScanCallback)

Scanning filter 0l A 16-bitsS 128bitsZ H&t510] AL

Sl= = gLt
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O}) Transaction =7t / B L&

Protocol Type Type Value [ Direction [Example Sl
{; ';resfwcs", isConnected 7} false [,
’ ssid, passwd = "none"
RESPONSE_WIFI_STATUS ; b M <J|E 2> (*7}; L} 2)
(#HA) eswes "ip_addr": "192.168.1.4" croi= e
ip_addr: <ip addr> or
} N
} none
RESPONSE_WIFI_LIST . ScanZl AP List=2|
res_wl D—-M . et . L of A OO
(HZ) password = & T WS
{"t": "res_wc", isConnected 7} false® [j,
RESPONSE_WIFI_CONNECT d7.|{7c e> ssid, passwd = “none-
<EUYE
- - res_wc D->M ) (F7HE LHE)
(E@) "ip_addr": "192.168.1.4" ) .
ip_addr: <ip addr> or
} .
} none
REQUEST_ROOM_INFORMATION req_ri M — D s Ar gle
RESPONSE_ROOM_INFORMATION res_ri D—-M Sig AME SIS
<HZAYLS
res_ds D—-M |{"t"""res_ds","d": <7|& L Z2>} aHi8
<connectStatus>

DISCONNECTED: Wi-FiZt A Z £| 0] QUX| QF-2 AEf
INTERFACE_DISABLED: Wi-Fi QI E{H| O| A 7} H| 2t 32| Of = & Ef

INACTIVE: Wi-Fi QI E{ T O] A7} 22t | AKX TF SR HZE 2 A ZSHK| @1 U= EY
RESPONSE_DEVICE_STATUS SCANNING: Wi-Fi 27 L7} AT I ERQIIE A7 U= AEf

(12 AUTHENTICATING: 215 &0l AFEf

ASSOCIATING: Y1 Z2 & QI &fEf

AWAY_HANDSHAKE: 4-way handshake 11’32 ZI3l %01 AFEf
GROUP_HANDSHAKE: & 7| $HENO[FE T S 2l o Ef

COMPLETED: Wi-Fi 20| d&X o= &3 &l Ef

CONNECTED: Wi-Fi @ Z0| b2 %0 Y1, IpFTAS QS SL0| stz A El

Transaction 2 BLE A
RESPONSE_DEVICE_CONNECT res_dc D—-M EfOll N S&StER BT

At BlE

EN675 Storage @9 £&F
REQUEST_UPDATE_OS req_uo M =D S OTA 7|5 O|X| | 22
update 7|5 2+H&
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}

Protocol Type Type Value | Direction |Example Hl 2
{C.TES_t,
d"{ result: "ack" or "nak"
"result": "ack"
RESPONSE_LED_CONTROL res_| D—-M "oode™ 0 code: 0 = success
(=7} ) ' -1 = fail
1
"req_l", "req_ul", "req_lo", "req_wo", "req_wf", "req_uvo", "req_uvf" Of Ciot SE
REQUEST_SENSORS req_s M —D s Ar gle
RESPONSE_SENSORS res_s D—-M g AME 12
Action Buttong TA =
REQUEST_CAPTURE_CAMERA req_cc D-—-M ajo
= [[H/
REQUEST_SEND_START req_sst M — D siE Al Slg
REQUEST_SEND_ING req_ing M — D siE Al Slg
REQUEST_SEND_DONE req_dne M — D siE Al Slg
"t""req_re", video streaming X
REQUEST_RESTART reg_re M —-D { 9- . g 3
"d" "} wfd disconnect
Board 2|2 T4t reboot
REQUEST_REBOOT req_rb M — D =}
=
()
shutdown 7| 522 A&
{”t":”req_Wd"'
REQUEST_WIFIDIRECT req_wd M—D "d": { "action": "start" } action : start or stop
}
{"t":"res_wd",
"d": {
RESPONSE WIFIDIRECT q Y "result": "ack" result: "ack" or "nak"
res_w —
- - "name": "becon-xxxx" addr: D's BT Name
}
}
{"t":"req_WdC",
l|dll: { .
<BT Name> = Mobile2|
REQUEST_WIFIDIRECT_CALL req_wdc M—-D "name": "<BT Name>"
) BT Name
}
{"t":"res_wdc",
RESPONSE_WIFIDIRECT_CALL res_wdc M—D "d": { "result": "ack" } result: "ack" or "nak"
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Protocol Type Type Value | Direction |Example Hl 2
REQUEST_WIFIDIRECT_FINISH df M — D ('treq_wdf" Wi-Fi Direct Negotiation
req_w —
_ - q- ng M =8
{"t":"res_wdc",
RESPONSE_WIFIDIRECT_FINISH res_wdf M — D "d": { "result": "ack" } result: "ack" or "nak"
1
("t": "req_set",
ot | ESPR2- a:t 20150 ssport: 1024 ~ 49151
r ssport:
REQUESTSET - EN675 P default: 49150
(=7h }
}

EN675 =7| M0 Zast §E ME

T req Tod™
"f‘j":{' L action:, white:
REQUEST_LED_CONTROL action™: on, "on” or "1" ~ "255"
~ req_led M—D "white": "on" oo e
(=74 "uvaon” off* or "0
} ' uva: "on" or "off"
}
{"t": "res_led",
"d":{
RESPONSE_LED_CONTROL action:"on’, LED XY ALE
~ res_led M — D "white": "on" . m e
(=7h "uvaon” on" or "off
}
H
{ T TEUTED,
"d":{
REQUEST_REPORT "battery":<op>
reg_rep M — D op: "start", "stop"
&E=7h - "wifisig": <op> '
}
1
A LEELLLALED)
g {
"battery" : {
"status": "Charging" time: min (£ &%)
time": 45 level : 0 ~ 1023
level™: 1023 --> SOC (0 ~ 10022 =
noti D—M } . = HE
RESPONSE_REPORT wifi": { rssi : dBm
(=7h "rssi"; -25 '
- "speed": 26 speed: Mbps
"freq": 2442 freq: MHz
}
}

1
battery: "Charging", End Of Charge", Suspend", "Fault"

 REQUEST_REPORT + Battery SOC C|H{Z & SRT 2E2|YUA| Wifi 1% N7|E Z5H8}7| QI8 2= transaction &
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<ssid> :

<AP Name> or "none"
ssport : snapshot port, srtport : streaming port
<led status> : "off", "on", "failure"

Protocol Type Type Value | Direction |Example Hl 2
REQUEST_HW_STATUS req_hs M—D [{"t""req_hs","d":""}
(T "res_hs",
g
"charge": "Charging", charge : <chrg sts>
"ssid": "iptime", ssid: <ap_name>
"ip_addr": <ip address>, ip_addr: string
res_hs Do M "ssport": <port number>, ssport: [optional]
"srtport":<port number> srtport : port number
"white": "on", uva : <led status>
RESPONSE_HW_STATUS o on white : <led status>
_PAVV_ "streaming": "USB", streaming : <path>
"battery": 36,
"0s":"1.0.1"
<chrg> : "Charging", "End Of Charge", "Suspend", "Fault"

"status": "ready"”
1

<path> : "UNKNOWN?", "USB", "WIFI"
{"t":"req_str’,
"d":{
“path’: "usb” path : "usb","wifi"
REQUEST_STREAMING req_str M — D "control":"play" control: "stop”, "play”
"srtport": 40052
}
}
res_code:
0 : success,
-1: fail,
-2: invalid command/status
RESPONSE_STREAMING res_str D - M [-3: unknown command
3UVC & T
4:SRT 8% &
5: UVC Stop
6: SRT Stop
"device"
M—-D BLE READ
1 L. res_Tdlmne ,
"d": {
READ "name": "becon-744dbdc031e2" |[status:
D—-M . .
"version": "1.0.0" "ready", "fail"
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Hh 2 EIA| LED S&F MO

o 2 EIA| LED AEf HA|

=)

Battery & Eil EA| LED
BLE DisConnect Z=71:
s AR OIEE FR A

o
M=
T SUF200minIAE

2T EQO0M 31 GPIOS ON & Wi7tA| HE0| =2{QU0{0F R A|FHATF TAFHLICH

_from spIFlash.
- bad cRrc,

1
1
]
X

> uncompre

[0.059573] Z=0f GPIOZ| ON & L|LCt.
O|WY7tX| 7t =8 1 sec & & L|C

Ol 77t X| 7} &+ 3 sec HE EL|CL

ot

LED Z2t0|t (KTD202x) O & AL CHE 2jo|bf wCt A/Thst wa s ezl Ae) YLt

“Action’ LED -White & Red ot £ A10| Gl 2
Period=1.2% _
Power Button Power Button
O O ) .
\ A\ L/ vy
Power ON BLE Advertising BLE Connected Power OFF
About 3s ~ 1.2s
SIAT: About 6s
BLE DisConnected
‘Action’ LED “Action’ LED ‘Action’ LED “‘Action” LED ‘Action’ LED
White Blinking White Blinking White ON RED Blinking RED OFF
0.128(s) 77| 1.024 (s) 71 0.128(s) 7|

[1.946091] Z0f White LED7} BE 2 A|ZtgtL|LC}.
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Ab) BHE{2| MEf EA| LED =% A Y

-1 =2 O

« Battery &E| EA| LD SE AlLtE|2
sHE S
(€]
= 100
o0 ®
H,= ) =
00 ‘ oo
s B | = i
2 =
30
(X ) (]
H,d 10 H
ofif
RED (&) LED =

CHR_STAT2 Ray

SYS_PWR

Ox31
IC9104
KTD2027BEWE-

VIN D1

C15T.
10uF/1608

R

4

36 l2C2_sCL 3
2

3.6 12C2_SDA

APO|| A= CHR_STAT2 £ HiE{2|7} 2t&0

RED LED&=

(S 2 YEiE WRAOIS0| HZEE
=
=

, HEAOIS0] HEE ANz, &S

HEHO M, BIE 2|7} 2t
HEjo|H

HHE{2| 2S Bhct

SHEHA| O 01 = It HE blinking ote HHAE & = US

L|Ct.
ADC (0| otgst =l = He|E oY Luct.
RED LEDS| &2 SWOIM XMOf E7tstE R, B7|&= -8 L|C,

obe Z2, =, HOl LED ¥7I8 ZHAA REE XRo)

HWOIM 2 XM Ol st22, SWOlM HMojg 5= gl& LIt

HA

LED4 SYS_PWR
>

C156
WGUFH 608

SMB KTFCI GASO

3 svs _5v0
1 1 RR
= UTDFNB_15X15 3 "R ’u
c159

2
SL-COBOSRPW-5A11

10uF/1608

IX| OFEIX|2| £ (Read only) 8 =28 ALE

TS L M2 ON ELILE (MP260701A X O)

SEX 22 4EfE olO] g Ct,
, RED LED= OFF ElL|LCt.
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